Resources for
Telehealth
Recursos para
telesalud

April 19, 2024




Divulgacione
financieras

Financial Disclosure

* Alissa Terry
 Lisa Richard
- Kathy H. Wibberly
* Danielle Louder
* Lloyd Sirmons
Have No Relevant Financial Disclosures.
No tener divulgaciones financieras relevantes

<)

&) ACMG

American College of Medical

Genetics and Genomics
g Genes Into Health®

Translating



MEET THE PANEL/CONOZCA AL PANEL

Kathy H. Wibberly, PhD
Director, Mid-Atlantic Telehealth
Resource Center

Karen S. Rheuban Center for
Telehealth, University of Virginia
School of Medicine

Lloyd Sirmons

Director Southeast Telehealth Resouce Center
888.738.7210 (Office) 912-490-5010 (Direct)
lloyd.sirmons@setrc.us

Danielle Louder

Director, Northeast Telehealth Resource Center
Co-Director, MCD Public Health
dlouder@mcdph.org

THE FAMILY PERSPECTIVE/LA PERSPECTIVA FAMILIAR

Lisa Richard

SWVA Regional Network Coordinator
Rural Outreach Specialist

Va-LEND Trainee

Center for Family Involvement
Virginia Commonwealth University



 Use of Telehealth

— Polling
 Telegenetics Barriers
— Polling « Uso de la telemedicina
« NYMAC and RGN support for — Encuesta
telegenetics « Barreras en la telegenética
 The Family Experience with — Encuesta
Telehealth « Apoyo de NYMAC y RGN
« Information and Support from para la telegenética
the Telehealth Resource « Experiencia familiar con la
Centers telemedicina
* Group Discussion and  Informacioén y apoyo de los
Questions centros de recursos de

telemedicina
« Discusion en grupo y
preguntas '

/
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WHAT DOES NYMAC DO? ¢ QUE HACE NYMAC?

e ® ¢ Mejora los servicios de genetica
[ .’

Zm) con la colaboracion de grupos e

individuos claves

o o o Improving the genetics delivery
‘ system through collaboration
with diverse stakeholders

(Q) Proyectos de telemedicina para facilitar
{ )

to make genetics appointments las citas de servicios genéticos

(g) Support Telemedicine projects
B easier for families

i/ Educacion en genética a
@
a

,ﬁ/':l Provide Education about genetics 22 familias y profesionales

22 to families and professionals

ACCESO a servicios genéticos de

ACCESS to quality genetics Al calidad para personas con B
To achieve services for people with genetic enfermedades genéticas y sus familias

conditions and their families




Telehealth
Use Poll:
Over the

Last Year...

Encuesta de
uso de
telesalud:
durante el
ultimo ano...

* Approximately what percent of your family’s
healthcare did you receive by telehealth?

* Approximately what percent of the healthcare
services you provide were done by telehealth?

e iQué porcentaje aproximado de la asistencia
médica recibid su familia por telesalud?
¢Qué porcentaje aproximado de los servicios de
asistencia meédica que brinda fue por telesalud?



(I) NYMAC

regional genetics network

* NYMAC’s goal= expand access
to quality genetic services

e TG has been shown to improve
patient access with high levels
of patient and provider
satisfaction, and reduce
barriers such as cost, wait time,

and travel

* |n 2017, there was a diverse
group of TG programs already
in existence in the region, and a
large number of providers with
interest in implementing TG

* |In 2020, TG proved critical to
providing care during the
pandemic and beyond

= .u'" @ UE

VIDEO CONFERENCING

Live, two-way interaction between a person and a
provider using an electronic platform similar to
Skype or Facetime.

STORE AND FORWARD

Receive an evaluation and recc

from a genetic specialist based on pre-recorded health
history that you've prepared with your child’s primary
provider.

REMOTE MONITORING

Abmlpmwdermmm:rswurdﬂd'shmﬁrmm
haviors and transfers information to a genetic

speaahtmmstmpmmxgmmwurdlﬂd

MOBILE HEALTH

Exchange text messages or video

conferencing with a genetic provider through a secure
application on your mobile device.

https://expectinghealth.org/sites/default/files/inline-files/Telegenetics%20Infographic.pdf

ics?
What and "a"&MéT 3|e‘.egaepeﬁg§§hética Yy por que

usarla?

'WHY IS IT IMPORTANT?
ics improves access to genetics

Telegeneti
services and helps reduce the effects of
common barriers to care sudns dm

time, dnrﬁcm,nmbiﬁq

In many parts of the United States,
families have to drive over 50 miles
to see a genetic specialist for their child.

@ POTENTIAL BENEFITS

* Less travel time @ Less cost
@ Less wait time \b Less distance

A Increased # of Available Providers
¢ More Access to Early Detection

T Increased Patient Satisfaction

El objetivo de NYMAC = ampliar el
acceso a servicios genéticos de
calidad

Se ha demostrado que la TG mejora
el acceso del paciente con altos
niveles de satisfaccion del paciente
y del proveedor, y reduce las
barreras, como el costo, el tiempo
de esperay los viajes.

En 2017, ya existia un grupo diverso
de programas de TG en la regidn, y
un gran numero de proveedores
interesados en implementar la TG.
En 2020, la TG demostro ser
fundamental para brindar asistencia
durante la pandemia y en adelante.


https://expectinghealth.org/sites/default/files/inline-files/Telegenetics%20Infographic.pdf

Poll:
Changing
Landscape

Encuesta:
Paisaje
cambiante

* In your experience, are there
services that you used to provide OR
receive by telehealth that you are no
longer able to do by telehealth?

S

 En su experiencia, éhay servicios

qgue solia proporcionar O recibir
por telesalud que ya no puede
hacer por telesalud?



Poll: For you, What
are the top 3 barriers
to the use of
telehealth for
genetics?

Encuesta:

¢Cual es la principal
barrera para el usod
e la telesalud?

Confusion around changes in
telehealth rules over time

Licensure/legal issues
Funding/billing/reimbursement
Lack of appropriate technology
Workflow/logistical issues

Lack of patient interest

Lack of provider interest

Lack of institutional support

Limitation of the psychosocial
interaction or a physical exam when
using TH

Other (share in chat)

* Confusion en torno a los cambios en

las reglas de telesalud a lo largo del
tiempo

Licencias/cuestiones legales
Financiacion/facturacién/reintegros
Falta de tecnologia apropiada
Problemas logisticos/de flujo de
trabajo

Falta de interés del paciente

Falta de interés de los proveedores
Falta de apoyo institucional
Limitacion de la interaccion
psicosocial o de un examen fisico
cuando se utiliza telesalud

Otros (compartir en el chat)



NYMAC TG Success Stories Historias de éxito de NYMAC TG

60000 Patients Seen by Video TG

Pacientes vistos por Video TG

Telegenetics Navigation:
167+ providers
Navegacion telegenética:
mas de 167 proveedores

June 2023-Nov 2023
3265

50000

June 2022-
May 2023:
13273

Telegenetics Training:
109 people

40000

Capacitacion P P
en telegenética: R R
108 personas 0 o - June 2021-
14 funded TG programs May 2022:
Large increases in program planning G G 18,539
score R R
~40,000 pts seen by TG E E 20000
TG collaborations in PR and VI ongoing
S S June 2020-
14 programas de TG financiados ) (0 oo Mf! igil,

* Grandes aumentos en el puntaje de
planificacion del programa
Alrededor de 40.000 pacientes vistos por

Mar-May 2020, 2571

0 e J0TE Niay 2019, 759

June 2018-May 2019, 10




Resources from the RGN system

SERN: TM Workgroup
and Overview
Midwest: Patient TM
Videos

Western States: Best
Practices Video,
What to Expect
Video, Sample
Consent, Tech
Factsheet, Online
Resources, TG
Training

Family Center: TG
Infographic

NCC: Resource
Repository, TG
Workgroup, TG
Operating
Procedures

SERN: Grupo de trabajo de
MT y descripcidon general
Centro de Estados Unidos:
Videos de TM para pacientes
Estados del oeste: Video
sobre las mejores practicas,
video sobre qué esperar,
muestra de consentimiento,
ficha técnica, recursos en
linea, capacitacion en TG
Centro Familiar: Infografia
sobre TG

NCC: Repositorio de recursos,

Grupo de trabajo de TG,
Procedimientos operativos

https://southeastgenetics.org/starting-a-

Recursos del sistema RGN

https://midwestgenetics.org/resources
/telemedicine-resources/

https://nccrcg.org/telegenetic/

fice Resources

An Introduction to Health Care
Through Telemedicine

Browse and explore resources developed by the NCC, RGNs, and Family Part10f3

Center to increase access to quality genetic services for medically
underserved populations.

https://nccrcg.org/wp-
content/uploads/Telewhat-
Infographic.pdf

(& Expecting Health FAMILY Vu‘;[(‘.us“ v o ,

TELEWHAT?

https://www.westernstatesgenetics.org/t
elegenetics

WSRGN

| Western States Regional Genetics Network

An introduction to Telegenetics

'WHAT 1517 \lhu-uk ™
wity you or your family
m_‘mh-—zmﬂmhn"nm

‘ight bo nasded, in which caca 3 kacal haakhcars pravidor may help.Vour gonacics
prowider may akso suggest some genetic testing.

TELEHEALTH RESOURCES

i ceder urscing, with & corputer, phine, oo table, sither from
youer your

de TG

telegenetics-clinic/

#{ SER

About  For Families

SOUTHEAST REGIONAL
GENETICS NETWORK

For Professionals  State Resources

N
Starting a Telegenetics Clinic
inki i ics clinic?

ity Chat yeu've. peered with pour chidfs primury
preder.

Events  Contact Q
o, REMOTE MONITORING

Rrliens el tnfers inflration 26 & peoene.
© SpesiemI o SISl in Drovdng €ave 18 peur Vi



https://midwestgenetics.org/resources/telemedicine-resources/
https://midwestgenetics.org/resources/telemedicine-resources/
https://www.westernstatesgenetics.org/telegenetics/
https://www.westernstatesgenetics.org/telegenetics/
https://nccrcg.org/telegenetic/
https://nccrcg.org/wp-content/uploads/Telewhat-Infographic.pdf
https://nccrcg.org/wp-content/uploads/Telewhat-Infographic.pdf
https://nccrcg.org/wp-content/uploads/Telewhat-Infographic.pdf
https://southeastgenetics.org/starting-a-telegenetics-clinic/
https://southeastgenetics.org/starting-a-telegenetics-clinic/

Telehealth Resources from

Other Organizations

Telehealth Resource Centers: hitps://telehealthresourcecenter.org/
NSGC: SIG, workgroup, guidelines, webinars,
conference content

ACMG: publications, conference content,
webinars, education modules

The Famlly Center: https://expectinghealth.org/sites/default/files/inline-
files/Telehealth%20and%20Telegenetics%20Resources.pdf

Family VOices: https://familyvoices.org/telehealth/
American Telemedicine Association (ATA):

https://www.americantelemed.org/

State/Regional Telehealth Groups
American Medical Association (AMA): htts://www.ama-

assn.org/practice-management/digital/ama-quick-guide-telemedicine-practice

American Academy of Pediatrics (AAP)

o) https://www.aap.org/en-us/professional-resources/practice-
transformation/telehealth/Pages/What-is-Telehealth.aspx

o) https://services.aap.org/en/pages/2019-novel-coronavirus-covid-19-infections/aap-

guidance-telehealth-payer-policy-in-response-to-covid-19/

regional genetics network

0,
O NYMAC

Recursos de telesalud de
otras organizaciones

Centros de recursos de telesalud: htts://telehealthresourcecenter.org/
NSGC: SIG, grupo de trabajo, directrices, seminarios
web, contenido de la conferencia

ACMG: publicaciones, contenido de conferencias,
seminarios web, mddulos educativos

Centro de Ia Famllla: https://expectinghealth.org/sites/default/files/inline-
files/Telehealth%20and%20Telegenetics%20Resources.pdf

Family VOices: https://familyvoices.org/telehealth/
Asociacion Americana de Telemedicina (ATA):

https://www.americantelemed.org/

Grupos de telesalud estatales/regionales
Asociacion Médica Americana (AMA): httos://www.ama-

assn.org/practice-management/digital/ama-quick-guide-telemedicine-practice

Academia Americana de Pediatria (AAP)

https://www.aap.org/en-us/professional-resources/practice-
transformation/telehealth/Pages/What-is-Telehealth.aspx
https://services.aap.org/en/pages/2019-novel-coronavirus-covid-19-infections/aap-guidance-

telehealth-payer-policy-in-response-to-covid-19/



https://telehealthresourcecenter.org/
https://expectinghealth.org/sites/default/files/inline-files/Telehealth%20and%20Telegenetics%20Resources.pdf
https://expectinghealth.org/sites/default/files/inline-files/Telehealth%20and%20Telegenetics%20Resources.pdf
https://familyvoices.org/telehealth/
https://www.americantelemed.org/
https://www.ama-assn.org/practice-management/digital/ama-quick-guide-telemedicine-practice
https://www.ama-assn.org/practice-management/digital/ama-quick-guide-telemedicine-practice
https://www.aap.org/en-us/professional-resources/practice-transformation/telehealth/Pages/What-is-Telehealth.aspx
https://www.aap.org/en-us/professional-resources/practice-transformation/telehealth/Pages/What-is-Telehealth.aspx
https://services.aap.org/en/pages/2019-novel-coronavirus-covid-19-infections/aap-guidance-telehealth-payer-policy-in-response-to-covid-19/
https://services.aap.org/en/pages/2019-novel-coronavirus-covid-19-infections/aap-guidance-telehealth-payer-policy-in-response-to-covid-19/
https://telehealthresourcecenter.org/
https://expectinghealth.org/sites/default/files/inline-files/Telehealth%20and%20Telegenetics%20Resources.pdf
https://expectinghealth.org/sites/default/files/inline-files/Telehealth%20and%20Telegenetics%20Resources.pdf
https://familyvoices.org/telehealth/
https://www.americantelemed.org/
https://www.ama-assn.org/practice-management/digital/ama-quick-guide-telemedicine-practice
https://www.ama-assn.org/practice-management/digital/ama-quick-guide-telemedicine-practice
https://www.aap.org/en-us/professional-resources/practice-transformation/telehealth/Pages/What-is-Telehealth.aspx
https://www.aap.org/en-us/professional-resources/practice-transformation/telehealth/Pages/What-is-Telehealth.aspx
https://services.aap.org/en/pages/2019-novel-coronavirus-covid-19-infections/aap-guidance-telehealth-payer-policy-in-response-to-covid-19/
https://services.aap.org/en/pages/2019-novel-coronavirus-covid-19-infections/aap-guidance-telehealth-payer-policy-in-response-to-covid-19/
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Telehealth Policy:
Overview of the
Unwinding of the PHE

Politica de Telesalud:
Descripcion general sobre como
destensar la emergencia de salud publica

i - - L
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Policies Politicas
Unwound eliminadas

The following waivers and flexibilities have Finalizaron las siguientes exenciones y
ended: flexibilidades: :

. . « Copagos y deducibles del beneficiario
Beneficiary Co-payments and asociados con telesalud y servicios
Deductibles Associated with Telehealth virtuales
& Virtual Services - Stark y otras leyes de acuerdos

 Stark and Other Financial Arrangement financieros
Laws  Discrecion de cumplimiento de HIPAA

e HIPAA Enforcement Discretion  Hospitals Without Walls (servicios de

_ , asistencia médica a domicilio)
* Hospital without Walls



Policies Made
Permanent

The following waivers and flexibilities have been made
permanent:

* Hospital without Walls for Mental/Behavioral Health
Services

* Removal of Geographic and Originating Site Requirements
for Mental/Behavioral Health Services

* Mental Health Counselors and Marriage and Family
Therapists as Eligible Telehealth Providers

* FQHCs and RHCs as Eligible Distant Site Providers for
Mental/Behavioral Health Services

* Audio only for Mental/Behavioral Health in Certain
Situations (provider has technical capability to provider
interactive video, but patient is incapable or fails to give
consent for video and patient is located at home)

Politicas
permanentes

The following waivers and flexibilities have been made permanent:

« Exencionesy flexibilidades que son permanentes

» Hospital without Walls para servicios de salud
mental/conductual

Eliminacion de requisitos geog?réficos y de lugar de origen
para servicios de salud mental/conductual

« Consejeros de salud mental y terapeutas matrimoniales 'y
familiares como proveedores de telesalud elegibles

« FQHC y RHC como proveedores de sitios distantes elegibles
para séervicios de salud mental/conductual

« Audio solo para salud mental/conductual en determinadas
situaciones (el proveedor tiene la capacidad técnica para
proporcionar video interactivo, pero el paciente no puede o
no da su consentimiento para el video y el paciente se
encuentra en su casa)



Policies In Process
Politicas en proceso

The following waivers and flexibilities are still

trying to find their sweet spot:

Todavia se trata de encontrar el punto ideal de las siguientes
exenciones y flexibilidades:

« Ryan Haight Act of 2008 and Telemedicine

Rules for Prescribing Controlled Substances

Ley Ryan Haight de 2008 y normas de telemedicina para recetar
sustancias controladas

The DEA received a record 38,369 public comments
La DEA recibid un récord de 38.369 comentarios publicos

Instead of taking effect when the PHE ended on May
11, 2023, the PHE flexibilities were extended through
November 11, 2023.

En lugar de entrar en vigor cuando finalizo la emergencia de salud

publica el 11 de mayo de 2023, las flexibilidades se extendieron hasta
el 11 de noviembre de 2023.

Any practitioner-patient telemedicine relationships

established on/before November 11, 2023 will be
permitted to continue under the PHE flexibilities
through November 11, 2024

Cualquier relacion de telemedicina entre médico y paciente
establecida antes del 11 de noviembre de 2023 podrd continuar segun

las flexibilidades de la emergencia de salud publica hasta el 11 de
noviembre de 2024.

opyright 2024 © National Consortium of Telehealth Resource Centers




Policies Still Las politicas aun se
Unwinding estan eliminando

The following waivers and flexibilities will expire Las siguientes exenciones y flexibilidades venceran el
December 31, 2024: 31 de diciembre de 2024

« Requisitos geograficos y del lugar de origen

* Geographic and Originating Site Requirements . FQHCy RHC como proveedores de sitios

* FQHCs and RHCs as Eligible Distant Site Providers distantes elegibles

* Audio-only for E/M and Educational Services « Solo audio para E/My servicios educativos

* In-person Requirement for Telemental Health *  Requisito presencial para servicios de salud
Services (patient had to have been seen in- telemental (el paciente debe haber sido atendido

en persona dentro de los ultimos 6 meses 'y
atendido en persona cada 12 meses)

« Uso de telesalud para recertificar la elegibilidad

person within 6 months and must be seen in-
person every 12 months)

» Use of Telehealth for Hospice Care Eligibility para recibir cuidados paliativos
Recertification . 2
_ _ o PT, OT, SLP y audiélogos como proveedores de
* PTs, OTs, SLPs and Audiologists as Eligible telesalud elegibles
Telehealth Providers Cobertura de servicios de categoria 3
* Coverage of Category 3 Services «  Supervision remota de residentes por parte de

* Remote Supervision of Residents by Teaching meédicos docentes

Physicians




Cybersecurity

What is Cybersecurity?

Cybersecurity is the practice of protecting
systems, networks, and programs from digital
attacks. (Cisco)

Cybersecurity refers to any technology,
measure or practice for preventing
cyberattacks or mitigating their
impact. (IBM)

Cyber security is the practice of defending
computers, servers, mobile devices,
electronic systems, networks, and data from
malicious attacks. (Kaspersky)

The practice of being protected against the
criminal or unauthorized use of electronic
data, or the measures taken to achieve this.
(CompTIA)

Ciberseguridad

¢Qué es la ciberseguridad?

La ciberseguridad es la practica de proteger
sistemas, redes y programas de ataques
digitales. (Cisco)

La ciberseguridad se refiere a cualquier
tecnologia, medida o practica para prevenir
ataques cibernéticos o mitigar su impacto.
(IBM)

La ciberseguridad es la practica de defender
computadoras, servidores, dispositivos
moviles, sistemas electronicos, redes y datos
de ataques maliciosos. (Kaspersky)

La practica de estar protegido contra el uso
delictivo o no autorizado de datos
electronicos, o las medidas adoptadas para
lograrlo. (CompTIA)




Cybersecurity

Forms of cyberattacks?

Malware is malicious code or malicious software.

Ransomware is malware designed to use
encryption to force the target of the attack to pay
a ransom demand. Ransomware enters computer
networks and encrypts files using public-key
encryption. Unlike other malware, this
encryption key stays on the cyber criminal’s
server. Cyber criminals will request ransom for
this private key. Cyber criminals are using
encryption as a weapon to hold the data hostage.

Spam includes unwanted, unsolicited, or
undesirable messages and emails.

Phishing is attempts to get sensitive information.
Phishing attempts will appear to be from a
trustworthy person or business.

Ciberseguridad

éFormas de ciberataques?

El malware es un codigo malicioso o software
malicioso.

El ransomware es un malware disefiado para
utilizar cifrado para obligar al objetivo del ataque a
pagar una demanda de rescate. El ransomware
ingresa a las redes informaticas y cifra archivos
mediante cifrado de clave publica. A diferencia de
otros programas maliciosos, esta clave de cifrado
permanece en el servidor del ciberdelincuente. Los
ciberdelincuentes solicitaran un rescate por esta
clave privada. Los ciberdelincuentes usan el cifrado
como arma para mantener los datos como rehenes.

El spam incluye mensajes y correos electronicos no
deseados, no solicitados o indeseables.

El phishing consiste en intentar obtener
informacidn confidencial. Los intentos de phishing
pareceran provenir de una persona o empresa
confiable.



Cybersecurity Ciberseguridad

Why is it important? éPor qué es importante?

 Ransomware attacks on healthcare °
organizations have cost the U.S.
economy nearly S80 billion in
downtime.

e According to a cybersecurity o
advisory published by the Cybersecurity
and Infrastructure Security Agency, most
of its 70 victims since December have
come from the healthcare industry. And
most recently, the FBI said the group's
administrator encouraged affiliates to
attack hospitals after the FBI infiltrated
its operations in December.

https://www.beckershospitalreview.com/cybersecurity/when-ransomware-strikes-who-to-

Los ataques de ransomware a
organizaciones sanitarias le han costado a
la economia estadounidense casi 80 mil
millones de ddélares en tiempo de
inactividad.

Segun un aviso de ciberseguridad
publicado por la CISA (Agencia de
Seguridad de Infraestructura y
Ciberseguridad), la mayoria de sus 70
victimas desde diciembre provienen de la
industria de la salud. Hace poco, el FBI
dijo que el administrador del grupo
alentd a sus afiliados a atacar hospitales
después de que el FBI se infiltrara en sus
operaciones en diciembre.

call.html?origin=BHRE&utm_source=BHRE&utm_medium=email&utm_content=newsletter&oly enc_id=6033H8779301E5A



Cybersecurity Ciberseguridad

Why is it important? éPor qué es importante?

« Hackers behind Change Healthcare .
breach get $22M

» UnitedHealth Group

« BlackCat claimed it stole 6 terabytes
of data from Change, including
medical records and Social Security
numbers.

« Most recently, Rhysida listed Chicago- .
based Lurie Children's on its extortion
site on the dark web and is trying to
offload the stolen data from the health
system for 60 bitcoins, or just over $3.4
million.

https://www.beckershospitalreview.com/cybersecurity/when-ransomware-strikes-who-to-

Los piratas informaticos detras de la
violacion de Change Healthcare obtienen 22
millones de ddlares

* Grupo UnitedHealth

* BlackCat afirmdé que robd 6 terabytes de
datos de Change, incluidos registros
médicos y numeros de seguro social.

Mas recientemente, Rhysida incluyo a Lurie
Children's, con sede en Chicago, en su sitio
de extorsion en la web oscura y esta
tratando de descargar los datos robados del
sistema sanitario sanitario por 60 bitcoins, o
poco mas de 3,4 millones de ddlares.

call.html?origin=BHRE&utm_source=BHRE&utm_medium=email&utm_content=newsletter&oly enc_id=6033H8779301E5A
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Insurance Broker Data Breach Impacts 1.5M Individuals La violacién de datos de los corredores de
seguros afecta a 1,5 millones de personas

January 31, 2024 by Jill McKeon
Insurance brokerage company Keenan & Associates recently notified more than 1.5 million individuals of a data S\ \ ‘

S .ﬂ't’f}

&' L

breach. Keenan provides insurance and risk management solutions for schools, colleges,...

-

4

PJ&A Data Breach Fallout Continues, 4M Additional Individuals Impacted 25 @omezElEneres oo B iliaen de dhios g
\PJ&A contintian y 4 millones de personas mas se
January 3o, 2024 by Jill McKeon ven afectadas # . ”
Concentira Health Services filed a data breach report with HHS in January tied to a previously reported breach at - o J i
Perry Johnson & Associates (PJ&A), a medical transcription company.... e . y
" - - .
Y -

. . VELARNT
Mississippi Health System Suffers Ransomware Attack, 253K Individuals Impacted El sistema sanitario de Mississippi sufre un
January 24, 2024 by Jill McKeon Jataque de ransomware y 253 personas se ven
Singing River Health System in Mississippi suffered a ransomware attack in August 2023 that resulted in a data afectadas | om—
breach. The breach impacted 252,890 individuals in total, according to a notice provided... 7d

l\
| - N\

Healthcare Data Breaches Continue to Impact Patients in New Year Las violaciones de datos de asistencia médica

January 22, 2024 by Jill McKeon
In 2023, more than 540 organizations reported healthcare data breaches to HHS, impacting upwards of 112 million
individuals. As the new vear begins, the aftermath of 2023 breaches continues to...

LockBit Ransomware Claims Capital Health Cyberattack

January 0g, 2024 by Jill McKeon
Capital Health has restored all systems and operations in the wake of a November 2023 cyberattack that caused a
network outage, it assured patients in a recent update. However, LockBit ransomware has...

North Kansas City Hospital Impacted By P)&A Data Breach

January 08, 2024 by Jill McKeon
Missouri-based North Kansas City Hospital (NKCH) and its transcription subsidiary, Meritas Health Corporation, >
recently notified more than 500,000 individuals of a third-party data breach stemming from... v

o

La violacion de datos del servicio de ambulancia

-

Fallon Ambulance Service Data Breach Impacts 911K Individuals . L)
) de Fallon afecta a 911.000 personas # .
January 02, 2024 by Jill McKeon 1 ‘ . '\,
Fallon Ambulance Service, a medical transportation company that served the greater Boston area, reported a data . #‘}\ ."
breach that impacted more than gii,000 individuals. Fallon was a subsidiary of... : .‘\\ ° >
» v



Cybersecurity Ciberseguridad

4 Things to Keep You Cyber Safe

Cuatro medidas para mantener la seguridad cibernetica

-

=l

Turn on Multifactor Update Your Software Think Before You Click Use Strong Passwords
Authentication

Update your software. In fact, turn on Think before you click. More than 90% of Use strong passwords, and ideally a
Implement multifactor authentication on automatic updates. successful cyber-attacks start with a password manager to generate and store
your accounts and make it phishing email. unique passwaords.

Actualiza tu software

5|gn|f|cantl‘_-,f less likely you'll get hacked. Actualiza tu software. De hecho, activa las

Activa la autenticacion multifactor actualizaciones automaticas. Piensa antes de hacer clic Usa contrasefias seguras
[ — | — L —— [ ——
Implementa la autenticacién multifactor en tus Piensa antes de hacer clic. Mas del 90% de Usa contrasefias seguras e, idealmente, un
cuentas y reduce la probabilidad de que te los ciberataques exitosos comienzan con un administrador de contrasefias para generary
correo electrénico de phishing. almacenar contrasefias unicas.

pirateen.
https://www.cisa.gov/news-events/news/4-things-you-can-do-keep-yourself-cyber-safe



Ensuring Digital Equity
& Inclusion in
Telehealth

Garantizar la equidad e
inclusion digitales en la
telesalud

, @ Copyright 2024 © National Consortium of Telehealth Resource Cen

ters

29



uity
Digital Equity = Health Eq

| salud
quidad digital = Equidad en

erumnlm

Telehealth & Diubility:
R

ecommendations for Providers

ey lvbh..!lm SrteConter ory
ST day

d wning
. Pm\n-th-\n Sheowm 1o oo BCew 1y P aithe s
v For many Vuingr abig e W, igrificang Challonges wxist for Patinnts wigy
Sabilities when it Comey 10 Mcessing bots " Berion A0 remmote Meaithe ore.
Communication S0 preven

[ I Particyly, Barriers g
® Patmnty With bty from Wiilizing Felehwaieh 1 U fualieyy Extont !
Definition, of Disabitipy
» ’
€12 e
- g1 o
i .




Universal Considerations for Clients/Patients

Consideraciones universales para clientes/pacientes

e Do they have equipment: smart phone, laptop, tablet, camera, speaker, etc.?
éTienen equipo: teléfono inteligente, computadora portatil, tableta, camara, parlante, etc.?
e Do they need adaptive devices and/or software solutions?
éNecesitan dispositivos adaptativos o soluciones de software?
e Do they have reliable internet?
¢Tienen internet confiable?
e Are they worried about using their wireless data plans?
éLes preocupa el uso de sus planes de datos inalambricos?
e Familiarity with telehealth?
éEstan familiarizados con la telesalud?
e Any concerns with confidentiality or privacy?
éTienen alguna inquietud con respecto a la confidencialidad o la privacidad?

e Are there any language barriers?

¢Existen barreras idiomaticas?

@ Copyright 2024 © National Consortium of Telehealth Resource Centers 31



Promoting Equity and Inclusion:

Promocion de la equidad y la inclusion:

I
1) Take inventory — does your telehealth space/setup meet basic
accessibility requirements for people with disabilities?

2) Consider compatibility of assistive technology (e.g. alternative
keyboards) used by visitors and whether they can work effectively
with various telehealth modalities.

3) Learn about and incorporate accessibility features (e.g.
Communication Access Real-time Translation (CART) Captioning
built into video conferencing platforms or provided via separate
weblink).

4) Consider important role a patient’s caregiver, family member, or
health aide may play during the telehealth visit.

5) Increase your knowledge/awareness related to cultural
competency and linguistic sensitivity.

Source: American Psychological Foundation Fact Sheet (2013)

1) Haz un inventario. ¢ Tu espacio/instalacién de telesalud cumple con
los requisitos basicos de accesibilidad para personas con
discapacidad?

2) Considera la compatibilidad de la tecnologia de asistencia (por
ejemplo, teclados alternativos) usada por los visitantes y si pueden
trabajar de manera efectiva con diversas modalidades de telesalud.
3) Conozca e incorpore funciones de accesibilidad (por ejemplo,
subtitulos de traduccion en tiempo real (CART) de acceso a la
comunicacion integrados en plataformas de videoconferencia o
proporcionados a través de un enlace web independiente).

4) Considera la funcion importante que puede desempefiar el
cuidador, el familiar o el asistente de salud del paciente durante |la
visita de telesalud.

5) Amplia tu conocimiento/conciencia relacionado con la competencia
cultural y la sensibilidad lingiiistica.

Source: American Psychological Foundation Fact Sheet (2013)

”
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Promoting Equity and Inclusion:

Promocion de la equidad y la inclusion:

6) COntact or survey patients/commu initv mamhare with dicahilitiac

about their accessibility requiren

7) Develop understanding that if
accommodations that provide ef
truly participate in an equal conv
carry out orders as prescribed an

8) Allow accommodations reque
means, and confirm to the end u
secured.

9) Provide an alternative way for
provider if communication accon
or email).

10) Allow end users to provide fi
accessibility. Provide a follow up
accessibility and use feedback to

Source: American Psychological Found.

”

Esta en modo silencioso

F) Fmmbocto ~ mmotincda o masineta-lejombros de la comunidad con

ccesibilidad. iNo asumas que un unico

nta con las adaptaciones adecuadas

no puede participar de verdad en una
ncia, no puede cumplir plenamente las
dar un consentimiento valido.

ion se haga a través de medios faciles de
idaptacion haya sido asegurada.

lara que el paciente se comunique con el
Inicacion no funcionan (por ejemplo,

agan comentarios de la cita sobre
seguimiento que pregunte
y usa los comentarios para realizar

act Sheet (2013)
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A Few Key Resources Algunos recursos clave pommm

National Digital Equity Center/Centro Nacional de Equidad Digital for a

Successfy)
Telehealth Sessio;

National Digital Inclusion Alliance/Alianza Nacional de Inclusion Digital

HHS Telehealth Webpage for Patients/Consumers / Pagina web de telesalud del HHS para
pacientes/consumidores: https://telehealth.hhs.gov/patients/

TRC and Other Consumer Resources: /TRC y otros recursos para el consumidor:

Mid-Atlantic TRC — Digital Inclusion and Broadband page/Pagina de Inclusion Digital y Banda Ancha

How Patients Can Engage Telehealth, Telebehavioral Health, Tips to Keep Your Telehealth Visit Private , Downloadable Tech Guides, Virtual Healthcare for
Patients/Consumers COmo los pacientes pueden participar en la telesalud, salud teleconductual, consejos para mantener privada su visita de
telesalud, guias técnicas descargables, asistencia médica virtual para pacientes/consumidores

Devices/Connectivity:/Dispositivos/Conectividad:

FCC Lifeline Program and FCC Affordable Connectivity Program (ACP)/Programa de conectividad asequible
- ACP Wind-Down Fact Sheet / Hoja de informacion basica
- ACP Wind-Down Frequently Asked Questions (FAQs)/Preguntas frecuentes
- ACP/Lifeline FAQs/Preguntas frecuentes

iCanConnect - National Deaf-Blind Equipment Distribution Program

Telehealth Access for Seniors/Acceso a telesalud para personas mayores

»
@ Copyright 2024 © National Consortium of Telehealth Resource Centers



https://digitalequitycenter.org/resources/affordable-equipment/
https://www.digitalinclusion.org/
https://telehealth.hhs.gov/patients/
https://telehealth.hhs.gov/patients/
https://telehealth.hhs.gov/patients/
https://www.matrc.org/explore-telehealth/broadband/
https://3f9znz109u3oybcpa3vow591-wpengine.netdna-ssl.com/wp-content/uploads/2020/03/HowPatientsCanEngageTelehealth2.pdf
https://www.umtrc.org/clientuploads/Patient_&_Doctor_Resources/Telebehavioral_health,_final.pdf
https://s3.amazonaws.com/files.formstack.com/uploads/1959594/31740485/602805252/31740485_focusphi_tips_to_keep_your_telehealth_visit_private.pdf?utm_source=getresponse&utm_medium=email&utm_campaign=coe_for_protectedhealthinformation&utm_content=Tips%20to%20Keep%20Your%20Telehealth%20Visit%20Private%20-%20a%20message%20from%20Focus:PHI
https://www.telehealthforseniors.org/tech-guides
https://www.usac.org/lifeline/
https://www.fcc.gov/broadbandbenefit
https://www.fcc.gov/sites/default/files/ACP_Wind-down_Fact_Sheet_Final.pdf
https://www.fcc.gov/sites/default/files/ACP_Wind_Down_FAQs_vF_clean_final.pdf
https://www.fcc.gov/sites/default/files/ACP_Wind-down_Lifeline_Fact_Sheet%20.pdf
https://www.icanconnect.org/
https://www.telehealthforseniors.org/
https://www.youtube.com/watch?v=XEcdpvhl_n0&t=1s
http://bit.ly/tipsfortelehealth

A Few More Resources
Algunos recursos mas

North Carolina DHHS Telehealth Guidance and
Resources: Communication Access for Deaf, Hard of

Hearing and DeafBlind Patients and their Providers
Orientacion y recursos de telesalud del Departamento de Salud y Servicios
Humanos de Carolina del Norte: acceso a la comunicacidn para pacientes con
sordera, problemas de audicidn y sordoceguera y sus proveedores

National Consortium of TRCs - Telehealth and Disabilities:

Recommendations for Providers
Consorcio Nacional de TRC - Telesalud y Discapacidad: Recomendaciones para
proveedores

WHO-ITU Global Standard for Accessibility of Telehealth

Seri[ices
Estandar mundial OMS-UIT para la accesibilidad de los servicios de telesalud

APA/SAMHSA Tip Sheets - How to Prepare for Video
Appointments with Your Mental Health Clinician: English

and Spanish.

Hojas de consejos de APA/SAMHSA: como prepararse para las citas por video
con su médico de salud mental, disponible en inglés y espafiol

Guidance and resources for
Deaf patients.

N

WHO-ITU Global standard for
accessibllity of telehealth services

@z (oI
o S8

thcare Providers

hce and resources for

Patient Guidance

vé

Hard of Hearing DeafBlind

Guidance and resources for
DeafBlind patients.

Guidance and resources for
Hard of Hearing patients.

Professional Guidance

Interpreters

e and resources for

(60]

How to Prepare for a Video Appointmen
with Your Mental Health Clinician

Many mental health clinicians now offer appointments via video.

A video session allows you ta access care even if you cannot visit your provider

Before the Day of Your Appointment

O

I-L Identify a private location for your appointment
u can be slane i orth

This should be a place where you can and nat interruptad lor the duration of your

Weally, fndap ocd lighting 10
couid-even be in paur

Ly Check your technology
(<

”»

@ TELEHEALTH
Tips When Treating Patients
who are Deaf or Have Hearing Loss

o 1) Provide ccess real-time translation (CART)

[(@D) services, if requested.®
) If the patient is hard of hearing, ensure the patient has access to headphones or aheadset.

Telehealth & Disability:
RECOMMENDATIONS FOR PROVIDERS

3) Consider sending an amplification device to patients for use during their telehealth appointment.
4) Use video to allow lip reading and provide visual clues like gestures.

5) Send PDFs of all written materials prior to the appointment and written aftercare instructions
post appointment.

6) Understand that ASL and English are not the same; English is not a first language for many
Deaf patients,

7) Use a quality microphone or headset such as a boom mic.

8) Avoid wearing facemasks, however, if necessary, use a clear mask.

Tips When Treating Patients

who are Blind or Have Vision Loss

1) Be aware of your background. There needs to be contrast between you and your background.
p Blurring the background may make it challenging for the patient.

2) Ensure lighting is bright enough in order for the patient to clearly see your face.
3) Include simplified and enlarged text.
2) patient has

5) If possible, provide an audio recording of printed information provided during the appointment.t*

electronic information.

Tips When Treating Patients with

Physical/Developmental Disabilities ™

1) You may need towork directly with the patient in their home if the goalis to provide on-
W@ oo tmedeine

2) Consider i certified tec
engineers to develop tools for the patient to interact with required technologies.

ready and ask about any co-pays.

u Prepare your thoughts
Thi e

iaut what you wantto discuss with your provider, Make notes f that helps you.

io al encuentro

lugar donde pueda estar en privado al momento de su encuentro

ugar sala ysin entro,

aaaaa

s dispositives electrd I
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https://www.ncdhhs.gov/dsdhh/telehealth-resources
https://telehealthresourcecenter.org/wp-content/uploads/2021/09/TelehealthDisabilityfinal.pdf
https://www.who.int/publications/i/item/9789240050464
https://smiadviser.org/wp-content/uploads/2020/04/How-to-Prepare-for-a-Video-Appointment.pdf
https://smiadviser.org/wp-content/uploads/2020/04/How-to-Prepare-for-a-Video-Appointment-SPANISH-Version.pdf
https://www.ncdhhs.gov/dsdhh/telehealth-resources
https://smiadviser.org/wp-content/uploads/2020/04/How-to-Prepare-for-a-Video-Appointment-SPANISH-Version.pdf
https://smiadviser.org/wp-content/uploads/2020/04/How-to-Prepare-for-a-Video-Appointment.pdf
https://telehealthresourcecenter.org/wp-content/uploads/2021/09/TelehealthDisabilityfinal.pdf

ADA and Accessible Healthcare

ADA vy asistencia medica accesible

ADA National Network

1-800-949-4232 (voicelTTereIay) 1-800-949-4232 (voice/TTY/reIay)

Informacion, orientaciéon y formacion para que todas las
personas con discapacidad vivan una vida en libertad e
igualdad

ADA National Network

» Information, guidance and training to “make it possible for
everyone with a disability to live a life of freedom and
equality.”

» Capacitaciones regionales y nacionales personalizadas
sobre la ADA

* Asistencia médica accesible -
www.adata.org/factsheet/accessible-health-care

« Customized regional and national trainings on the ADA

 Accessible Health Care -
www.adata.org/factsheet/accessible-health-care

* Health Care and the ADA -
www.adata.org/factsheet/health-care-and-ada

« ADANN Webinar Series: Health Care and the ADA -
Inclusion of Persons with Disabilities -
www.adapresentations.org/healthcare/schedule.php

« Asistencia medica y la ADA -
www.adata.org/factsheet/health-care-and-ada

» Serie de seminarios web de ADANN: Asistencia médica y
ADA: inclusion de personas con discapacidades -
www.adapresentations.org/healthcare/schedule.php

@ Copyright 2024 © National Consortium of Telehealth Resource Centers 36


http://www.adata.org/
http://www.adata.org/ada-training
https://adata.org/factsheet/accessible-health-care
http://www.adata.org/factsheet/accessible-health-care
https://adata.org/factsheet/health-care-and-ada
http://www.adata.org/factsheet/health-care-and-ada
https://www.adapresentations.org/healthcare/schedule.php
http://www.adapresentations.org/healthcare/schedule.php
http://www.adata.org/
http://www.adata.org/factsheet/accessible-health-care
http://www.adata.org/factsheet/health-care-and-ada
http://www.adapresentations.org/healthcare/schedule.php

reglonal genetics network

QUESTIONS?

: PREGUNTAS?



regional genetics network

0,

THANK YOU!!

:GRACIAS!

This work is supported by the Health Resources and Services Administration (HRSA) of the U.S. Department of Health and Human Services (HHS) as part an award totaling
1,029,941.00 with 0 percent financed with non-governmental sources. The contents are those of the author(s) and do not necessarily represent the official views of, nor an
endorsement, by HRSA, HHS, or the U.S. Government. For more information, please visit HRSA.gov.

Este trabajo cuenta con el apoyo de la Administracion de Servicios y Recursos de Salud (HRSA) del Departamento de Salud y Servicios Humanos (HHS) de Estados

Unidos como parte de un subsidio por un total de $1,029,941.00 con un 0% financiado con fuentes no gubernamentales. El contenido es del autor y no representa
necesariamente la opinion oficial ni el respaldo de HRSA, HHS o el gobierno de Estados Unidos. Para obtener mas informacion, visita HRSA.gov.
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